1. DESCRIPTIONS OF 1-GOV.net SERVICES

1.1. 1-GOV.net Services: Summary

The table below shows a summary of 1-GOV.net services grouped into three (3)
schedules and ten (10) distinct services (M1 to M10). These services will be
provided as mandatory services to all MDAs of the Federal Government under
the 2008 service provision plan.

SCHEDULE SCHEDULE DESCRIPTION SERVICE | SERVICE DESCRIPTION
ID ID
M1 Internet Access Services
SCHEDULE 1 N . M2 Managed . Government Network
Connectivity Services Access Services
M3 Managed Federal Secretariat Network
Services
M4 Web Hosting and DNS Management
Services
SCHEDULE 2 Data. antre/Hgsted Enterprise | M5 Email (Mgssaglng & Collaboration) and
Application Services Web Services
M6 Data Back up and Basic Disaster

Recovery Services

M7 Training, Awareness and Capacity
Building Services
M8 Inter-MDA Voice & Video Services
SCHEDULE 3 | Transversal Services M9 Directory and Shared Access Services
Management
M10 Call centre, Helpdesk and Technical

Support Services
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1.2. 1-GOV.net Services: Platform Overview

Galaxy Backbone (GB) has established the 1-GOV.net framework as a means for
delivering connectivity and transversal or share-able ICT services to Ministries,
Departments and Agencies of Government. The 1-GOV.net services platform is a
common and integrated system of people, processes, standards and technology.

1.3. 1-GOV.net Services: Detailed Descriptions

1.3.1. Schedule 1: Connectivity Services

Services proposed under schedule 1 represent the core of GB’s services
provision for 2008 and represent about 50% of total amount. These services
are heavily dependent on the procurement of bandwidth and network
infrastructure.

M 1. Internet Access Services

Description and Features:

These services cover the provision of business-grade, high speed
broadband Internet services, delivered along with management services
consisting of proxy services, firewall services, and anti-virus & URL filtering
services.

Each MDA will be provisioned with a guaranteed or committed
information rate (CIR) of between 256Kbps and 2Mbps depending on the
following parameters:

i. Size of the MDA —this is in terms of the users in the MDA

All MDAs are grouped into three service categories based on
size:
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e lLarge MDAs — With Over 300 users in a Head Office
and/or Offices in 36 States or more locations
nationwide

e Medium MDAs - With between 100 and 300 users in a
Head Office with fewer remote offices

e Small MDAs — with 100 users and below and having a
few or no remote offices nationwide

ii. Bandwidth requirements for routine administration and
connectivity to 1-GOV.net network for interagency
transactions will be prioritized higher than that required to
service core operational functions.

It is expected that no less than 80% of all MDAs can be categorized
with the above parameters leaving 20% that may fall below or above
the stipulated range.

GB will procure Internet bandwidth from two main sources:

e VSAT IP Trunking along with associated teleport management
services and facilities.
e WASC/SAFE/SAT3 connectivity to the Internet.

These capacities will be consolidated and operated as a single pool for

efficiency. This will ensure that Government as a single closed user has
access to dedicated bandwidth and reliable services.

Beneficiaries:

e Ministries Departments and Agencies of the FGN
e Up to 150 Senior Government Officials (Home Use)
e Up to 200 MDA Websites requiring access from the Internet
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M 2. Managed Government Network Access Services

Description and Features:

These services will provide bandwidth for Internet distribution and
delivery to MDA offices outside Abuja; provide for VPN data and Inter-
Agency voice and video connectivity to MDAs.

Connectivity Services will be provided using:

e GB’s Core Network Platform which consists of :

O

O O O O O

Five (5) Hughes Network’s Ku and C-Band Hubs for
VSAT services

One (1) Dynamic SCPC (dSCPC) Mesh Network Hub
Integrated Network Monitoring Systems

Network Operating Centre (NOC)

IP Backbone and Huawei MPLS network core

Data Centre Infrastructure

e Network Access Devices which include:
e VSAT CPE

O

O

O

High Capacity C-Band terminal and platform access
High Capacity Ku-Band terminal and platform access
Standard Capacity Ku-Band terminal and platform
access

e Terrestrial CPE

O

O

Fibre-Optic Integrated Access Device (IAD) CPE for the
network which will be Fibre-To-Every-Government
Ministry HQ /Major parastatals /Extra Ministerial
Departments.

Broadband Wireless Access Customer Premises
Equipment

3" Party Wireless services (Wimax)
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e |P Network Access Routers
o High capacity multi-access routers for corporate MDA
HQs and other major installations
o Standard IP routers for small MDAs and remote
offices and branches

The proposed bandwidth required by the network will be provided
through:

e Ku-Band & C-Band

e Abuja Metro Optic Fibre Network

e Abuja Metro Fixed/Mobile Wireless/WiMax Network

Beneficiaries: (2008/2009)

e Up to 490 MDA Offices outside Abuja nationwide linked by VSAT
e Over 200 Key MDAs provided with IP Telephony and inter-Agency

toll-free voice capability
e Up to 250 MDAs located in Abuja on Fibre and Wimax Network

M 3. Managed Federal Secretariat Network Services

Description and Features:

This covers LAN infrastructure and networking services which provide the
means for MDAs within the Federal Secretariat Complexes in Abuja to
access the 1-GOV.net network for all data voice and video (unified
communications) requirements.
It is envisaged that up to two thousand five hundred (2500) LAN points
will be provisioned in the 2008 operational year.

e Local Area Network Devices and Services for Federal Secretariat

will have the following features:
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o 10GB Ethernet (10GigE IEEE standard) LAN and optical
fibre connectivity between GB’s Data Centre and core
LAN Switches located within a GB managed POP in Fed.
Sec. Complex. This will provide backplane access to
support 1GigE Structured Cabling System (SCS) and WLAN
hybrid coverage of Federal Secretariat Complexes.
Campus LAN Architecture
Building and Floor Distribution Switches
Networks Systems Services — Unified Domain, messaging
and collaboration, IP and directory management services

o Unified Communications — voice, video and data and
mobile applications on fixed and mobile communications
infrastructure

Beneficiaries

All MDAs within Federal Secretariat Complexes (Phase 1, 2, 3 and
Garki)

1.3.2.  Schedule 2 Services - Data Centre/Hosted Enterprise
Applications Services

M 4. Web Hosting and DNS Management Services

Description and Features:

This service consists of secure hosting of static HTML web pages of
individual MDAs and includes access to at least 50 Mbytes of storage, C-
Panel control, domain name management on the .ng.gov platform and
straight database access (i.e., for forms) for each MDA.

Beneficiaries

All MDAs
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M 5. E-Mail (Messaging and Collaboration) and Web
Services 7

Description and Features:

Government-Wide e-mail services, including anti-spam. It is expected that
a minimum of 250 users will be catered for per Corporate HQ and 30 users
per remote office with 50 -250 Mbytes free storage per user. 1-GOV.net
email will be delivered as a secure hosted application and will therefore be
“always on” with 24/7 access to email from any location with an internet
connection.

Also provided are web services for technical implementation and
management of the Federal Government Portal in collaboration with the
Federal Ministry of Information and Communications.

Beneficiaries
All MDAs

M 6. Information and Network Security, Data Backup and
Basic Disaster Recovery Services 7

Description and Features:

This covers provision and implementation of an information security policy
for Government and certification of 1-GOV.net information system to
global quality and data security standards (1SO27001). Additionally under
this heading, 5 to 20 Gigabytes of offsite storage will also be provided at
GB’s Data Centre for secure back up of critical MDA data under a basic
disaster recovery process.

Beneficiaries

All MDAs with connectivity to GB Data Centre and 1-GOV.net platform
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1.3.3. Schedule 3 Services: - Transversal Services

M 7. Training Awareness and Capacity Building Services

Description and Features:

Under 1-GOV.net, GB will provide three tier training for users, system and

network administrators as well as top Government functionaries of MDAs.

Training will be conducted both locally and internationally.

Director level personnel and officers of MDAs charged with
operational and administrative functions mainly consisting
consist of officers from Director of ICT or Director Policy,
Research and Statistics (DPRS). The following training
courses will be provided:
o 1-GOV.net and Federal Service Oriented Networks
and Architecture
o 1-GOV.net platform appreciation
IS/IT professional training for existing IT personnel and staff
in the MDAs — these are MDA personnel normally charged
with IS/IT responsibilities and are therefore expected to have
previous skills and knowledge in various technical areas. The
following training courses will be delivered:
o 1-GOV.net Policies, Standards and Guidelines
o 1-GOV.net information security
o First level diagnostics and support of 1-GOV.net
services
o Network Architecture
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Beneficiaries

Top Government Functionaries, ICT and Key staff of MDAs

M 8. Inter-Agency Voice & Video Services

Description and Features:

MDAs will be connected to one another with IP voice trunks. This will
enable MDAs to call each other without cost (toll free voice). A
combination of FXO and E-1 ports interfaces will be available. An array of
IP phones (for call centre hotline & support use) will also be issued.

Beneficiaries
550 MDAs

M 9. Directory Management and Shared Services Access

Description and Features:

All users who require and qualify for access 1-GOV.net services will be
issued with a standard identification mechanism based on the 1-GOV.net
Security Policy. All accessible information resources hosted on Galaxy Data
Centre and approved for hosted application model based delivery on 1-
GOV.net.

Beneficiaries
All Users in MDAs

M 10.Government Wide Helpdesk and Support Services

Description and Features:
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GB proposes to deploy a multi-tier support structure nationwide. Technical
Support services will consist of the following:
e Call centres to be available for reporting faults and logging service
requests 0800 to 2200 hours every business day.
e 1° Level Diagnostics and helpdesk support to be available by
telephone and online
e Technical Teams to be domiciled within MDAs
e Dedicated 1-GOV.net Support engineers to be available at
all MDA locations nationwide
e Distributed warehousing of 1-GOV.net network equipment
spares

Beneficiaries

All Users in MDAs

1.4. 1-GOV.net Services: Overall Benefits

e Bulk purchase of bandwidth and operational service provision through
a common pool on Galaxy Backbone’s 1-GOV.net network will afford
the Federal Government significant cost savings from efficiencies and
economies of scale.

e Centralized and consolidated network administration will lead to the
deployment of a consolidated, flexible, responsive, secure, survivable,
efficient and cost-effective telecommunications infrastructure that
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provides seamless end-to-end interoperability for voice, data and video
services, whether separately or as part of a converged service.

e Government will be able to determine and guarantee security,
reliability and integrity of electronically stored and transmitted
information.

e Standardized network infrastructure (single platform) is critical for the
procurement and deployment of bulk bandwidth, thus;
o Standardized infrastructure is essential for easier management
and more efficient administration and support
o Easier to develop and retain technical support skills using
standardized equipment
o Easier to build capacity amongst IT systems administrators and
users
Easier to keep and deploy a robust spares inventory
All adds up to significant cost savings and efficiency for
Government
e Platform for implementing e-Government ICT projects eg GFEMIS,
National Identity Management System, IPPIS.
e Government cannot embark on eGovernment programs without a
secure pervasive infrastructure platform.

Galaxy Backbone: 1-GOV.net Services Page | 11



